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IPSA INTERNATIONAL, INC.

IPSA International is a leading global provider of high -end
investigative and risk -mitigation services for the corporate,
financial and legal communities.
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Key Proposed Amendments:

ARegistration for MSBd&s and
ARequired to Report OAttemp
Transactions

Alntro of ORisk Based Appro
A Correspondent Banking/Foreign Shell Banks
AAddressing PEPGs
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Amendments Cont é

A Verification on Non Face to Face Situations

AAdmin & Monetary Penalties (AMPS)

ANew Record Keeping for Cross Border Electronic
Funds Transfers
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Money Laundering:

A3 steps of laundering:
Alllicit Revenue
Alnvolves Predicate Offences

ADisguise the True Source
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Terrorist Financing:

AReverse Laundering

AcCan Be Legitimate Money
ALayering/Integration not required

AFlat line money movement

ACharities 8conceal the true use of the funds

Asmaller Amounts
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Regulators:
AIDA
Aosc
ABCsC

AFINTRAG Financial Transactions & Reports Analysis
Centre

AWithin next year audits will commence
AMSB regulations in 2008
ADeficiencies Letter

AAdmin Monetary Penalty

ANew Resources
—
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Correspondent Accounts:
A Some Jurisdictions:
APoorly Regulated
APoorly Managed
A Sometimes Corrupt
ANo AML Legislation
ARequirements:
A Obtain Additional Info
AEnsure itis not a “Shell Bank®

A Obtain Senior Management Aegroval
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Politically Exposed Persons

ABroad Definition
Alncludes “Prescribed Family Member*
ADatabase Checks
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Administrative & Monetary Penalty System
(AMPS)
Arailure to Report
A5 yrs and/or $2 million or both
AFailure to Report a Large Cash Transaction
A$500K (First Offence)
A$1 Million (Subsequent Offences)
Arailure to Maintain Records
A5 yrs and/or $500K
AFailure to Implement a Compliance Regime
A5 yrs and/or $500K
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High Risk Clients:

A Three Core Risks
1) Client (Type) Risk
2) Product Risk
3) Country Risk

Slide 12

(‘—)) IIM!:"SMA”' - | INTELLIGENCE AT WORK

Monitoring:

ATransaction Profiling

A Suspicious Pattern Recogpnition
AUnusual Trading

AParking

Acancels & Corrects
APositions Differential

ATop 10 Money Losers
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ESTABLISH RISK CLASS

DETERMINE &
PRIORITIZE BU
LINES, PRODUCTS,
RVICES,
GEOGRAPHIES AND
CUSTOMERTYPES
IDENTIEY
ECIFIC
CRITERIA

CALCULATE
APPLY

WEIGHTS TO BISKSCORE

CRITERIA

IDENTIFY RISt
ELEVENTS FOR EACH
CRITER

reens
TO EACH
ELEMENT
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Risk Databases. Risk Databases. “All Databases
Poltically Exposed Personas (PEP) | Law Enforcement Corporate Loan Defauters
Terrorism Risk Lost Passports Middle East Companies Profies.

Prominent Scientists

Offce of Foreign Assets Cortrol 911 Subpoena
(OFAC)+

‘Bank of England International War Crimes Trbunal
Corruption Risk Business Enabler Database
Fraud Risk Extreme Risk Monitor Reports
‘Money Laundering Risk WMD Database

Miscellaneous Risk Regulatory
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KYC & CIP
When: Account Opening
Why: True Identity of Customer
Approval: Senior Level
How:
Documents (Camouflage)
Verify (Nigeria)
ID # (Hukou); SS #; Tax Payer ID #; Passport #

Eol I o

References
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KYV & CI P Conté

5. Compare (Public Databasesd Credit Report)
6. Other Financial
7. Make Calls (London EX)
8. Independent Third Party
Know Your Employee

A Pre-Employment Screening

o

Regulatory Enquiries
A Media (Channel Islands)
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Back Office Role:

A Criminal Records Search (K.B. Situation)
AKnow Your Employee

Acredit Check

ACivil Litigation
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A0
SURVEILLANCE
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Enhanced Due Diligence:

. Verify Information (First Step)

. Media (Helps Verify & New Info)
. Criminal (Not Exhaustive)

. Civil Litigation

. Bankruptcy

. Regulatory

. Corporate (Determine Livelihood)

® N A W N P

. Liens & Encumbrances
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Due Diligence Cont é

9. Black Lists

10. Credit Report

11.D & B Cdecision
12.Directory Search
13.Property Search
14.Education Employment

15. Industry References
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USA Model (Barometer)
AUSA Patriot Act

APost 9711

AAIl Financial Institutions

AA Number of Pending & Pre-Existing Legislation
ABank Secrecy Act

ABornin 1970

ATrack Large Flows of Money

A cash Reporting
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USA Model Conté
AMoney Laundering Control Act

A Criminal Charges
AAlso Civil Action
AExtraterritorial

A Severe Consequences
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Penalties:

ABank of NY- $38 million
AHigh Level Employee Transferred Billions for
Russian OC
AArab Bank- $24 million
Alnadequate Controls
AABN AMRO Bank $40 million
A Suspicious Activity Reporting Violations & OFAC
Violations
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Penal ties Cont é

AOppenheimer & Co. - $2.8 million
AViolations of NYSE Rule 445 (AML Program
Violations)
ANational Assoc. of Securities Dealers (NASD) Fines
Bank of America $3 million
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Financial Transactions and Reports Analysis Centre of
Canada

2005: 142 case disclosures of financial intelligence involving
approximately $2 billion in financial transactions
2006:168 case disclosures of financial intelligence involving just
over $5 billion in financial transactions
2007:193 case disclosures involving close to $10 billion in finand|
transactions
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Afiln 1985 U.S. Attorney
equated professional money launderers to fences usj
by burglars: fAThey prov
hide or conceal illegal money. It takes a professiona}
a lawyer, an accountant, a banker, with all the
trappings of respectabiliyto manipulate these
sophisticated schemes. o
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Organized crime impact

It is estimated that organized crime costs Canadians $5 billion
every year; thatos $600 a ye
however, does not include costs related to the many other
crimes (i.e. drugs, counterfeit goods) that organized crime
groups are involved in.
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TELEMARKETING
FRAUD

foften consisting of credit card, loan and investment scams.
AJS losses estimated to be $1 billion per year

ACanadian losses minimum $16 million but due to lack of
reporting could be as high as $295 million
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Organized crime
Global Sex Trade

Fastest growing business with up to 2 million people globally
Breakdown of Iron Curtain created a plethora of women

One woman can bring in anywhere from $75,000 to $250,000 a
year

Estimated between 800,000 and 900,000 trafficked each year
Value of trade according to U.N. $12 billion per yr
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Outlaw Motorcycle Gangs

A December 2000 Hells Angels predominant gang in Ontario

A Hells Angels have infiltrated Canadian Ports

A Montreal investigation provided evidence of the Hells
Angels importing 33,363 kilos of hashish and 260
kilograms of cocaine in one year

A Financial investigation provided evidence that the group
orchestrated the importation of $2.1 billion in hashish and
cocaine between 199801 (44 tons hashish and 265 kilos
cocaine)

A Montreal Port 15 % of stevedores have criminal records,
36.3% of checkers and 54% of company for garbage p/u
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The Canadian drug market could be worth between $11 billid
to $46 billion as shown in Table 2 below.

Cannabi$ $46,705,130,020
Heroin 10 $23,352,565,010
Cocaine 15 $15,568,376,673
Chemicals 20 $11,676,282,505
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Definitions of Cyber crime

A Generally defined as a criminal offence involving a computd
as the object of the crime, or the tool used to commit a
material component of the offence.

A Council of Europe Convention on Cybercrime
i Criminal offences committed against or with the help of computer
networks
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Internet Usage
Worldwide Internet Populatiop005 1.08 billion
2010 1.8 billion

Internet Usage in Canada

An estimated.9million (64%) of thel2.3million
Canadian householdsad at least one member who used the
Internet regularly in2003

almost 90% of Canadian Internet users are between the
ages of 184 years old!

67% of Canadian adults used the Internet in 2005

197 1580 1085 1990 1995 2000 2003
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January 23rd, 2006

Hacking;
Internet Fraud;

Denial of Service attacks;
The distrbution of viruses z
These forms of high-tech mischief The ambiguous
are estimated to cost the world
economy over S trillon
dollars (US) a year in loss of
business revenue and damage to
computer equipment and data.




